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response an pandemic are

another.

Currently , there are insufficient funding sources designated for the federal

government to use in response to a severe influenza pandemic .

Itwas unclear if and how states could repurpose HHS and the Centers for

Disease Control and Prevention (CDC ) grants, aswell as other federal dollars to

support the response to an influenza pandemic .

2. Planning

The BiologicalIncidentAnnex to the Response andRecovery Federal

Interagency Operational Plans (January 2017) and the Pandemic Crisis Action

Plan Version 2 ( January 2018 ) do not outline the organizational structure of th

federal governmentwhen HHS is designated as the lead federal agency.

The extent of crisis standards of care planning and implementation varies acros

local, state, territorial, tribal, and federal stakeholders.

State and federal entities identified challengesin implementingremote

work /telework policies(as a workforce protectionmeasure) to maintain

operationalcapacity.

3 . OperationalCoordination

The HHS Disaster Leadership Group and the National Security Council Domest

Resilience Group have the infrastructure and capabilities to successfully conduc

virtualmeetings during incidents necessitating social distancing .

Exercise participants lacked clarity on federal interagency partners' roles and

responsibilities during an influenza pandemic response.

HHS and Emergency Support Function # 8 partner representatives in the

Secretary ' s Operations Center and NationalResponse Coordination Center

played a critical role in providing subjectmatter expertise and coordination

support to meetthe public health andmedicalmission .
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HHS and the U . S . Department of Homeland Security (DHS)/FederalEmergency

Management Agency (FEMA ) collaborated closely throughout the exercise in

effort to enhance their understanding of one another ' s operational capabilities

and facilitate a more efficient and effective response to a pandemic .

Confusion regarding the purpose of and target audience for national conference

calls hampered coordination among state andfederal response partners.

Bilateralstate -federalrequest for information coordinationnodes and processes

were unclear to state and federal exercise participants.

At times, HHS' Operating Divisions and Staff Divisionsprovided inconsistent an

inaccurate response guidance andactions to healthcare and public health priva

sector partners .

Representatives of Emergency Support Function # 14 successfully supported

cross-sector coordination among infrastructureowners and operators,

businessesand governmentpartners.

4 . Situational Assessment

Federalinteragency partners conducted a productive crisis action planning

session to develop key leaderdecisions, criticalinformation requirements, and

essential elements of information for a pandemic influenza response.

HHS andDHS/FEMA' s useofdisparate informationmanagementsystems

hampered their ability to establish andmaintain a nationalcommon operating

picture.

Both HHS and DHS/FEMA submitted senior leaderbriefs to theWhite House

NationalSecurity Council during the exercise , which caused confusion regardin

the official source of senior leader briefs .

Response partners lack clarity on CDC' s data sharing policies.

State , local, tribal, and territorial partners were unclear on the kinds of

information they needed to provide federal partners to address the full spectrum

of community lifelines .



HHS' regional staff lack clear guidance on the distribution of federal information

management products to state and local partners .

CDC' State Health Official and Regional Emergency Coordinator calls

state partners with valuable insight into pandemic response activities atthe

national, regional, and state levels; however , the amount and types ofinformatic

shared , aswell as the existing limited mechanisms to share information were

insufficient.

Inconsistent use of terminology regarding vaccine types and stockpiles caused

confusion among response partners at all levels of government .
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5 . Resources

The currentmedical countermeasure supply chain and production capacity

cannotmeet the demands imposed bynations during a global influenza

pandemic.



Exercise participants were notclear on the applicability or use of Title I Defensi

Priorities and Allocations Authority , of the Defense Production Act to mitigate

medical countermeasure and ancillary supply shortages during an influenza

pandemic response.

Application of resource scarcity mitigationmeasureswere not clearly

communicated

States experienced multiple challenges requesting resources from the federal

government due to a lack of standardized , well-understood , and properly

executed resourcerequestprocesses.

Somestateswerenot clear on pre-pandemic vaccine or the Strategic National

Stockpile asset distribution in response to an influenza pandemic .

States questioned federal resource allocation decisions in response to an

influenza pandemic .

6 . Public Information and Risk Communications

CDC successfullyprovidedpublic and responderinformation aboutthe influenz

pandemic response, aswell as guidance on safework practices, and personal

protective equipment for first responders .

The distributed nature of school closure decisions caused confusion among

exercise participants and highlighted the cascading impacts of implementing sa

decisions.

The reasons forHHS' decision to haltseasonalinfluenza administration and

distribution were unclear to state participants.

Despite initialtechnical issues, theNationalIncidentCoordination Conference

Line call enabled federal government response partners to coordinate on the

developmentofpublic messages.

State government public information officers found the State Incident

Coordination Conference Line calls usefulto create state-based public

messaging

1While this decisionwasmadepriorto exercise conduct the levelof discussion and concern raised

duringconductof the CrimsonContagion 2019FunctionalExercisewarrantedits inclusion in this report
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1. The title ofthis document is the Crimson Contagion 2019 Exercise Draft After-Action

Report

2 . Information gathered in this After-Action Report is designated as For OfficialUse
Only and should behandledas sensitive information that is notto bedisclosed. This

documentshouldbe safeguarded, handled, transmitted, and stored in accordance

with appropriate security directives. Reproductionof this document, in whole or in

part, withoutprior approvalfrom the U .S . DepartmentofHealth andHuman Services

(HHS) is prohibited.

3 . At a minimum , the attached materials willbe disseminated strictly on a need-to -know

basis and, whenunattended, willbe stored in a locked containerorareathatoffers

sufficientprotection againsttheft, compromise, inadvertentaccess, and

unauthorized disclosure.

4 . Formore information aboutthe exercise and this report, please email:

ASPRExercises @ hhs. gov.
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CRIMSON CONTAGION 2019 FUNCTIONAL

EXERCISEKEY FINDINGS

Below is a listof the high -level, cross-cutting issues discussed in theKey Findings

section of this report.

1. Statutory Authorities and Funding

Existing statutory authorities tasking HHS to lead the federal government' s

responseto an influenza pandemic are insufficientandoften in conflictwith one

another

Currently , there are insufficientfunding sourcesdesignated for the federal

governmentto use in response to a severe influenzapandemic.

Itwasunclear if andhow states could repurposeHHSand the Centers for

Disease Controland Prevention (CDC) grants , aswell as other federaldollars to

support the response to an influenzapandemic.

2. Planning

• The BiologicalIncidentAnnex to the Response andRecovery Federal

InteragencyOperationalPlans (January 2017) and the Pandemic Crisis Action

Plan Version 2 . 0 (January 2018) do notoutlinethe organizationalstructure of the

federalgovernmentwhen HHS is designated as the lead federalagency.

The extentof crisis standardsof care planning and implementation varies across

local, state , territorial, tribal, andfederalstakeholders.

State and federalentities identifiedchallenges in implementingremote

work/ telework policies (as a workforceprotectionmeasure) tomaintain

operationalcapacity.

3. OperationalCoordination

The HHS DisasterLeadershipGroup and theNationalSecurity CouncilDomestic

ResilienceGroup have the infrastructureand capabilities to successfully conduct

virtualmeetings during incidentsnecessitatingsocialdistancing.

Exerciseparticipants lacked clarity on federal interagencypartners' roles and

responsibilities during an influenzapandemic response.
HHS andEmergency SupportFunction # 8 partner representatives in the

Secretary' s OperationsCenter andNationalResponseCoordination Center

played a criticalrole in providing subjectmatter expertise and coordination

support tomeet thepublic health andmedicalmission.
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4. Situational Assessment

• HHS and the U.S. Department of HomelandSecurity (DHS)/FederalEmergency

ManagementAgency (FEMA)collaboratedclosely throughout the exercise in an

effort to enhancetheir understandingof one another’s operationalcapabilities

and facilitate a moreefficient and effective response to a pandemic.

• Confusionregardingthe purpose of and target audience for nationalconference

calls hamperedcoordinationamong state and federal responsepartners.

• Bilateralstate-federal request for informationcoordinationnodes and processes

were unclear to state and federal exercise participants.

• At times, HHS’ OperatingDivisions and Staff Divisionsprovidedinconsistent and

inaccurateresponseguidance and actions to healthcareand public healthprivate

sector partners.

• Representativesof EmergencySupport Function#14 successfully supported

cross-sector coordination amonginfrastructureowners and operators,

businessesand government partners.

• Federalinteragencypartners conducteda productivecrisis actionplanning

session to develop key leader decisions,critical informationrequirements,and

essentialelements of informationfor a pandemic influenzaresponse.

• HHS and DHS/FEMA’suse of disparate informationmanagement systems

hamperedtheir ability to establishand maintaina nationalcommonoperating

picture.

• BothHHS and DHS/FEMAsubmittedsenior leader briefs to the White House

NationalSecurity Councilduring the exercise, which causedconfusionregarding

the official source of senior leader briefs.

• Responsepartners lack clarity on CDC’s data sharingpolicies.

• State, local, tribal, and territorialpartnerswere unclear on the kinds of

informationthey neededto provide federal partners to address the full spectrum

of community lifelines.

• HHS’ regionalstaff lack clear guidance on the distributionof federal information

managementproducts to stateand localpartners.

• CDC’s State Health Officialand RegionalEmergencyCoordinator calls provided

state partners with valuable insight into pandemic responseactivities at the

national, regional,and state levels; however, the amount and types of information
shared,as well as the existing limitedmechanismsto share informationwere

insufficient.

• Inconsistentuse of terminology regardingvaccine types and stockpilescaused

confusionamongresponsepartnersat all levels of government.

COORDINATINGDRAFT
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5. Resources

6. Public InformationandRiskCommunications

1
While this decisionwas madeprior to exerciseconduct, the level of discussionand concern raised

during conduct of the CrimsonContagion2019 Functional Exercise warranted its inclusionin this report.

• The current medical countermeasure supply chain and production capacity

cannot meet the demands imposed by nations during a global influenza

pandemic.

• Exercise participants were not clear on the applicability or use of Title I, Defense

Priorities and Allocations Authority, of the Defense Production Act to mitigate

medical countermeasure and ancillary supply shortages during an influenza

pandemic response.

• Application of resource scarcity mitigation measures were not clearly

communicated.

• States experienced multiple challenges requesting resources from the federal

government due to a lack of standardized, well-understood, and properly

executed resource request processes.

• Some states were not clear on pre-pandemic vaccine or the Strategic National

Stockpile asset distribution in response to an influenza pandemic.

• States questioned federal resource allocation decisions in response to an

influenza pandemic.

• CDC successfully provided public and responder information about the influenza

pandemic response, as well as guidance on safe work practices, and personal

protective equipment for first responders.

• The distributed nature of school closure decisions caused confusion among

exercise participants and highlighted the cascading impacts of implementing said

decisions.

• The reasons for HHS’ decision to halt seasonal influenza administration and

distribution were unclear to state participants.1

• Despite initial technical issues, the National Incident Coordination Conference

Line call enabled federal government response partners to coordinate on the

development of public messages.

• State government public information officers found the State Incident

Coordination Conference Line calls useful to create state-based public

messaging.
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Exercise Name Date Participants Purpose

InternalHHS

Pandemic

Influenza

Tabletop

Exercise

Chicago and

Illinois

Pandemic

Influenza

Tabletop

Exercise

Background

The lessons learned from HHS’ response to the 2009 Influenza Pandemic and the

Ebola and Zika outbreaks highlighted the need for the nation to better prepare for

incidents in which DHS/FEMA is not the lead federal agency. As such, HHS/Office of

the Assistant Secretary for Preparedness and Response (ASPR)/Office of the Principal

Deputy Assistant Secretary/Exercise, Evaluation and After Action Division developed

the Crimson Contagion 2019 Exercise Series (hereafter referred to as “Series”).

The Series included two tabletop exercises, a seminar, and a functional exercise to

examine issues related to response structures, information exchange, coordination of

resources, and policy decisions—with a non-traditional lead federal agency—in

accordance with the Biological Incident Annex to the Response and Recovery Federal

Interagency Operational Plans (January 2017) and the Pandemic Crisis Action Plan

Version 2.0 (January 2018). These events involved all levels of government, private

industry partners, and nongovernmental organizations. Table 1 below provides an

overview of the Series’ exercises, excluding the Crimson Contagion 2019 Functional

Exercise, which is included in this report below.

Table 1. Overview of the Crimson Contagion Exercise Series

C RIMSON

April

10,2019

January

23-24,

2019

C ONTAGION

HHS

City of Chicago, State

of Illinois,HHS,

Regional Federal

Interagency Partners
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Provided the opportunity to:

1. Examine current HHS/ASPR pandemic influenza

planning efforts;

2. Understand relevant national-level and HHSplans,

policies, and procedures; and

3. Synchronize response efforts in accordance with the

new operational structures and concepts in

HHS/ASPR Incident Response Framework.

Providedanopportunity for participants to:

1. Examinecurrent city, state, and regional pandemic

influenzaplanning efforts;

2. Better understandexistingplans, policies,and

procedures;

3. Identify any pandemic influenza response issues

and/or challenges at the local, state, and regional

levels;

4. Synchronizecity, state, and regional responseplans

with federal responseplans; and

5. Discuss the extent of federal support and

capabilities.

2019E XERCISES ERIES



Exercise Name Date Participants Purpose

Crimson

Contagion

2019 Federal

Interagency

Seminar

The culminating event of the Series—the Crimson Contagion 2019 Functional

Exercise—was a four-day, multi-state, and multi-regional exercise that focused on

whole-of-community response and policy issues of workforce viability; critical

infrastructure protection; economic impact; social distancing; scarce resource allocation;

prioritization of vaccines and other countermeasures; available (or potentially available)

funding streams or mechanisms to fund the response; and medical surge operations.

The exercise began on August 13, 2019 and concluded on August 16, 2019.

On each day of the Crimson Contagion 2019 Functional Exercise, participating federal

organizations examined and tested capabilities related to that day’s and the previous

days’ overarching federal focus areas. Table 2 below depicts the overarching federal

focus areas for each day of the exercise.

Table 2. Overarching Federal Focus Areas

The Crimson Contagion 2019 Functional Exercise included robust participation from

federal, state, local, territorial, and tribal communities, as well as from private sector

partners including the White House NationalSecurity Council. Participation included 19

federal departments and agencies, 12 states, 15 tribal nations and pueblos, 74 local

health departments and coalition regions, 87 hospitals, and over 100 healthcare and

public health private sector partners. At least one state from each of HHS’ ten regions

participated in the exercise, as illustrated in Figure 1.These states included: the

Commonwealth of Massachusetts (Region 1); State of New Hampshire (Region 1);

State of Connecticut (Region 1); State of New York (Region 2); Commonwealth of

Pennsylvania (Region 3); State of South Carolina (Region 4); State of Illinois (Region

5); State of NewMexico (Region 6); State of Nebraska (Region 7); State of Colorado

(Region 8); State of Arizona (Region 9); andState of Idaho (Region 10). As the host

• Operational

Coordination

• Risk Messaging

Tuesday, 13August Wednesday, 14 August Thursday, 15 August Friday, 16August

May

14-15,

2019

NationalSecurity

Council, federal

interagencypartners,

andFunctional

Exerciseparticipating

jurisdictions
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• Situational

Awareness,

InformationSharing,
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Provided a forum for participants to discuss:

1. How the federal government will organize to manage

a nationwide pandemic influenza response;

2. Anticipated local and state pandemic influenza

response challenges; and

3. The federal government’s capabilities and available

resources to support local and state response efforts

during a nationwide influenza pandemic.

• Finance • Continuityof

Operations
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city , the City ofChicago was a key participant throughout the Crimson Contagion Series

demonstrating the impact of an influenza pandemic on amajor U .S . city . For a full list

ofparticipating organizations , see Appendix A .

Figure 1. JurisdictionsParticipatingin the CrimsonContagion 19FunctionalExercise

NH

CHICAGO
NY

MA

CT

PA

NE

��

SC

AZ NM

ParticipatingState

35 operations centers activated for the exercise, includingstate andlocal emergency

operationscenters, state and localpublic health andmedicaloperations centers,

nongovernmentalorganizations' operations centers, theHHSSecretary's Operations

Center, the CDC EmergencyOperations Center, and theDHS/FEMANational

Response Coordination Center. Figure 2 below depicts the operations centers activated

forexercise conduct.
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Figure 2 .Participating organizations ' emergency operations centers activated for the Crimson
Contagion 2019 Functional Exercise

OP CENTER

LOCATIONS

REGION10

REGIONS
REGION5

REGION 2 REGION 1

REGION 3

REGION

REGION 9

REGION 4

REGION 6

FEDERAL STATE & LOCAL NON -GOVERNMENTAL
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Crimson Contagion 2019 FunctionalExercise Scenario Overview

The Crimson Contagion 2019 FunctionalExercise scenario was based on a novel

influenza A (H7N9) virus that originates in China and is antigenically distinct (not

matched ) from stockpiled vaccines.

The scenario starts offwith tourists becoming illin China with non-severe acute

respiratory illness and then departing the Lhasa airportto other cities in China before

flyingback to their respective countries. During their flights home, additionaltour group

members, who were not illwhen they embarked on their return flights from China ,begin

to experience the onset ofrespiratory symptomsand somedevelop fever. Figure 3

below shows how the virus begins to spread around the world , as the ill tourists fly back

to their countries oforigin .

Figure1. Map ofIIITouristsFlyingBack to Their Countries of Origin

COUNTRIES

OF ORIGIN

OF ILL TOURISTS

INITIAL ORIGIN ORIGIN POINTS

The virus rapidly spreads via human -to -human transmission around the world and to the

continental U .S ., where the virus is first detected in Chicago, Illinois . The virus continues

to spread to othermetropolitan areas across the U . S . Figure 4 below shows the extent

of the outbreak across the U . S . at the start ofthe exercise .

Conduct of the Crimson Contagion 2019 Functional Exercise began 47 days after the

identification of the first case of H7N9 in the U. S . By this point in the scenario , the

HHS Secretary hasdeclared a national public health emergency and the World Health

Organization has declared an influenza pandemic — the 2019 Influenza

Pandemic . The federal government has decided to use stockpiled H7N9 vaccines as a

FOR OFFICIAL USE ONLY
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primingdose for selectedpersonsathigh risk of complicationsfrom influenza and

designated criticalworkforcegroups, butvaccinationhasnotyetbeen implemented.

Figure4 .Map of InfluenzaActivity ThreatLevels Across the Continental U. S .
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Rapids
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Pittsburgh
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Springs
SantaRosa
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San Francisco Oakland

Solinas
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Green
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LosAngeles

Long Beach

Huntsville

FortWorthSanDiego

Tijuana

Charleston

Savannah

Abilene

San Antonio

Corpus StPetersburg

Fort

INFLUENZA ACTIVITY THREAT LEVEL

MINIMALTHREAT LOW THREAT MEDIUMTHREAT THREAT

Figure 5 depicts the epidemiologicalcurve associated with the outbreak. During the

Crimson Contagion 2019 FunctionalExercise, the H7N9 virus is in the “ acceleration

phase” , the phase during which the number ofcases consistently increases. Figure 6

depicts the virus' high transmissibility and clinicalseverity, resulting in high-morbidity,

andhow theH7N9pandemic compares to other historicalpandemics. In the exercise

scenario , forecasts give a 90 % chance thatthe pandemic willbe of very high severity,

with 110million forecasted illnesses, 7 . 7 million forecasted hospitalizations, and

586,000 deaths in the U .S . alone.
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Figure 5 .Crimson Contagion Scenario: Progression AlongtheEpidemiologicalCurve
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Figure6 . CrimsonContagion Scenario: Virus TransmissibilityandClinical
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Reed C BiggerstaffM , FinelliL , et al. Novelframework for assessingepidemiologic effects of influenza

epidemics andpandemics. Emerg InfectDis. 2013; 19( 1) :85 – 91. doi:10.3201/ eid1901. 120124
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CrimsonContagion 2019 FunctionalExerciseControlandEvaluation

Methodology

To coordinate and oversee the entire extentof exercise play, HHS stoodup a Master

ControlCell in Washington, DC. Participatingorganizationsprovided representatives to

theMasterControlCell tomonitorcontrolandevaluationactivities at their respective

exercisevenues. Additionally, HHS stood up a robustSimulation Cellto simulate

nonparticipatingstates, federaldepartments andagencies, private sector organizations,

andnongovernmentalorganizations, asneeded.

Followingthe exercise,players and evaluatorsparticipatedin hotwashes at their

respectivevenues. Evaluatorsused EvaluatorLogs, After- Action Report Analysis
Forms, and ExerciseEvaluationGuides to record their observations, and HHS also

gatheredplayerfeedback usingHHS's CorrectiveAction Program ElectronicFeedback
Form

The EvaluationTeam compiled all exercise data to constructa comprehensivepicture
of themajoractions taken and decisionsmade during exerciseplay, comparingplayer

decision and actionswith applicable plans, policies, and proceduresto identify gaps and

issues. The purpose of this reportis to providean overview ofthe Crimson Contagion

2019 FunctionalExercise and identify high-level, cross-cuttingissues amongthe full

range of stakeholderswith a role in respondingto an influenzapandemic.

DRAFT
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ExerciseName CrimsonContagion2019 FunctionalExercise

ExerciseDates August 13– 16,2019

Scope

Core

Capabilities

Principals’

Strategic

Priorities

C RIMSON

The Crimson Contagion 2019 Functional Exercise was a four-

day, multi-state exercise that focused on the whole of community

response and policy issues of workforce viability; critical

infrastructure protection; economic impact; non-pharmaceutical

interventions; scarce resource allocation; prioritization of

vaccines and other countermeasures; and medical surge

operations. Organizations participating in the Crimson Contagion

Functional Exercise included local, state, and federal

departments and agencies, as well as private-sector and

nongovernmental organizations. At least one state from each of

HHS’ ten regions and the City of Chicago participated in the

exercise.

• CommunityResilience

• CriticalTransportation

• EnvironmentalResponse/HealthandSafety

• FatalityManagementServices

• InfrastructureSystems

• LogisticsandSupplyChainManagement

• Long-termVulnerabilityReduction

• MassCareServices

• OperationalCommunications

• OperationalCoordination

• Planning

• PublicHealth,Healthcare,andEmergencyMedicalServices

• Public InformationandWarning

• Risk andDisasterResilienceAssessment

• SituationalAssessment

• Threats andHazardsIdentification

• Operational Coordination and Communications

• Stabilization and Restorationof Critical Lifelines

• NationalSecurity Emergencies

• Public HealthEmergencies

• Continuity

COORDINATINGDRAFT
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HealthCare

Preparedness

and Response

Capabilities

Emergency

Support

Function #8

Functional

Areas

Overarching

Exercise

Objectives

• Further understand HHS’ and Emergency Support Function

#8 partners’ roles and responsibilities in response to a

Overarching

Exercise

Outcomes

pandemic influenza outbreak.

• Compare response actions and decisions during the exercise

to identify any gaps / shortfalls within current applicable local,

state, regional, and federal pandemic influenza plans.

• Identify and address policy issues associated with a

pandemic influenza response.

Threat or Hazard Pandemic Influenza

Scenario

• Foundation for Health Care and Medical Readiness

• Health Care and Medical Response Coordination

• Continuity of Health Care Service Delivery

• Medical Surge

• PlanningandCoordination

• Assessment of PublicHealth,HumanServices, and Medical
Needs

• Communications andOutreach

• Patient Care

• Health,Medical,and Veterinary Equipment and Supplies
• PublicHealth andMedical Information

• Examine the ability of federal, state, and local governments,

as well as private industry, nongovernmental organizations,
and members of the public, to take coordinated protective

actions during a pandemic influenza outbreak in accordance

with applicable plans, policies, and procedures.

• Examine current gaps in capabilities and policies needed to
determine risks to the affected population and the processes

to manage, treat, and care for an overwhelming number of

patients with an emphasis on people, pharmaceuticals,

transportation requirements, and standards of care.

• Test and identify gaps in applicable plans, policies, and

procedures to maintain a viable workforce in order to

minimize disruptions to critical infrastructure systems and

supply chains.

• Examine current mechanisms to integrate federal, state, and

local decision-making and public messaging processes

during a pandemic influenza response.

A large-scale outbreak of a novel avian influenza (H7N9)
originates in China, but quickly spreads around the world and to

the continental U.S., where the virus is first detected in Chicago,

Illinois. The virus rapidly spreads via human-to-human

transmission to other metropolitan areas across the U.S.

Stockpiled H7N9 vaccines do not match the pandemic virus but

COORDINATINGDRAFT
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can be used as a priming dose. The H7N9 virus is susceptible to

neuraminidase inhibitor drugs, but resistant to adamantane

antiviral drugs.

Participants For a full list of participating organizations, see Appendix A.
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This report identifies the high-level, cross-cutting strengths and areas for improvement

related to the Crimson Contagion 2019 Functional Exercise. The findings are organized

into the following sections: Statutory Authorities and Funding; Planning; Operational

Coordination; Situational Assessment; Resource Management; and Public Information

and Risk Communications.

1. StatutoryAuthoritiesandFunding

1.1.StatutoryAuthorities

1.1.1. Existing statutory authorities tasking HHS to lead the federal government’s

response to an influenza pandemic are insufficient and often in conflict with one

another.

The Biological Incident Annex to the Response and Recovery Federal Interagency

Operational Plans (January 2017) and Pandemic Crisis Action Plan Version 2.0 (January

2018) designate HHS as the lead federal agency for a nationwide pandemic influenza

response, with support from DHS/FEMA.3 This operational construct was confirmed

during Crimson Contagion lead-up events such as the Senior Officials Exercise 18-54 and

the Crimson Contagion 2019 Federal Interagency Seminar.

However, existing executive branch and statutory authorities related to an influenza

pandemic (or other naturally occurring biological incident) do not provide the requisite

mechanisms for HHS to serve successfully as the lead federal agency for the federal

government’s response to a severe influenza pandemic, as explained below.

3 Federal EmergencyManagement Agency, Biological Incident Annex to the ResponseandRecovery

Federal Interagency Operational Plans, January 2017.
4 Departments and agencies participated in a 90-minute tabletop exercise designed to examine the

authorities, policies, capabilities, and structures inplace for domestic response to a large-scale, naturally

occurring humanpandemic of avian influenza.

• Presidential PolicyDirective-44 (November 2016). Presidential Policy Directive-

44 allows for a nontraditional federal department or agency to serve as the lead

federal agency in response to a unique threat, such as an influenza pandemic, but

it does not provide the requisite mechanisms or processes to effectively lead the

coordination of the federal government’s response. Specifically, Presidential Policy

Directive-44 includes no mechanisms for a nontraditional lead federal agency,

such as HHS, to mission assign, fund, or otherwise task other federal departments

and agencies during the response to a unique threat (similar to how DHS/FEMA
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5
TheU.S.Departmentof HealthandHumanServices/Officeof the AssistantSecretaryfor Preparedness

andResponsePublicHealthEmergencyQ&As,http://www.phe.gov/Preparedness/legal/Pages/phe-

qa.aspx#faq1.

• Economy Act of 1932 (hereafter referred to as the “Economy Act”). The

Economy Act authorizes HHS to request support from (and provide reimbursement

to) other federal agencies to respond to a biological incident, however, it does not

provide HHS with the mechanisms necessary (or funds to reimburse supporting

federal departments and agencies) to execute its roles and responsibilities as lead

federal agency in response to an influenza pandemic.

• Public Health Service Act. Under this act, the HHS Secretary leads the federal
public health and medical response to a public health emergency or a potential

public health emergency by “facilitating coordination” among federal, state, and

local entities. The act, however, provides only limited authorities for the HHS

Secretary to facilitate this coordination among other federal departments and

agencies, including the authority to (1) enable the Secretary of Defense to deploy

military trauma care providers—which is not relevant in an influenza pandemic

scenario—and (2) allow the U.S. Department of Labor to issue dislocated worker

program grants for disaster relief employment pursuant to 29 U.S.C. § 3225.5 The

Public Health Service Act does not provide HHS with the requisite authorities or

mechanisms (or access to funds) to task andcoordinate other federal departments

and agencies in order to lead a whole-of-government response to a public health

emergency that results in cascading impacts to non-public health and medical

sectors.

• Pandemic and All-Hazards Preparedness and Advancing Innovation Act of

2019. This act serves to reauthorize certain programs under the Public Health

Service Act and the Federal Food, Drug, and Cosmetic Act with respect to public

health security and all-hazards preparedness and response; however, the

Pandemic and All-Hazards Preparedness and Advancing Innovation Act of 2019

requires HHS to work only within their existing authorities.

• National Emergencies Act. A declaration of a national emergency under the

National Emergencies Act authorizes the President to declare a “national

emergency”. As with previously mentioned acts, this act does not provide HHS

with additional authorities (or funding) to lead the response to an influenza

pandemic. Rather, the National Emergencies Act relies on emergency authorities

provided in other statutes and does not provide specific emergency authority on

would during a disaster).
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To further compound matters, existing statutory authorities often contradict one another,

providing conflictingguidance as to which federal department or agency assumes leador

supporting roles during a domestic incident. Specifically, Homeland Security Presidential

Directive (HSPD)-5 (February 2003)—which assigns the Secretary of Homeland Security

as the lead federal agency and authority to coordinate federal operations—conflicts with

authorities assigned in Presidential Policy Directive-44.As a result, exercise participants,

as seen among those in attendance at the “snap” Domestic Resilience Group meeting,

remained uncertain as to which federal department or agency was the lead federal

agency—DHS/FEMA or HHS—andwhether their respective agency would receive tasks

from DHS/FEMA through the Mission Assignment process or from HHS through some

other means, such as interagency agreements.

6 Associationof StateandTerritorial Health Officials,

http://www.astho.org/Programs/Preparedness/Public-Health-Emergency-Law/Emergency-Authority-and-

Immunity-Toolkit/National-Emergencies-Act,-Sections-201-and-301-Fact-Sheet/.
7 Given the social distancingrecommendationsduring the exercise,the National Security Council decided

to hold a “snap” Domestic ResilienceGroupmeetingthat took placevirtually.
8 42 U.S.C.5122
9 Statesmust request a major disaster declaration under the StaffordAct for assistance.

• Robert T. Stafford Disaster Relief and EmergencyAssistance Act (hereafter

referred to as the “Stafford Act”). The exercise reaffirmed previous exercise

series participants’ confusion regarding the applicability of the Stafford Act for an

influenza pandemic. During the “snap” Domestic Resilience Group Policy

Coordination Committee meeting (hereafter referred to as the “‘snap’ Domestic

Resilience Group meeting”)7, participants discussed the possibility of providing

states with assistance through an “emergency” or “major disaster” declaration

under the Stafford Act, but expressed uncertainty surrounding the legal

possibilities of a declaration under the Stafford Act, noting the lack of historical

precedent for issuing a declaration in response to a naturally occurring biological

incident. Further, the definition of a “major disaster” under the Stafford Act does

not explicitly refer to an influenza pandemic.89 In the absence of a Stafford Act

declaration, DHS/FEMA cannot access the Disaster Relief Fundto provide funding

to mission assign other federal departments and agencies, leaving HHS to create

alternative mechanisms or routes in order to serve as the lead federal agency for

an influenza pandemic.

its own.6
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1.2. Funding

1.2.1. Currently, there are insufficient funding sources designated for the federal

government to use in response to a severe influenza pandemic.

During the “snap” Domestic Resilience Group meeting, participants noted that the

manufacturing of vaccines alone cost $6.2 billion dollars. An additional $2 billion would

be required to increase the production of antivirals and $1 billion to increase the

production of ancillary supplies such as personal protective equipment and syringes.

However, there are limited funds available in the Public Health Emergency Fund and,

historically, Congress has rarely appropriated funds to the Public Health Emergency

Fund. Inthe rare instances when Congress has appropriated funds, the amount hasbeen

minimal and would be insufficient to fund the federal government’s response to a severe

influenza pandemic. Thus, as seen in previous pandemics and other public health and

medical incidents, HHS would need to request and receive supplemental appropriations

from Congress, which can often take upwards of two months from the time a request is

made to the time the funds are available for use.

The funding available through the Public Health Emergency Fund may change if the

Labor,Health and HumanServices, Education, Defense,State, ForeignOperations, and

Energy and Water Development Appropriations Act of 2020 passes through Congress.

This act would appropriate close to $1.1billion dollars into the Public HealthEmergency

Fund. Approximately half ($566.7 million) of the funds would be reserved specifically to

support advancedresearch anddevelopment for the BiomedicalAdvancedResearchand

Development Authority, which aids in securing our nation from chemical, biological,

radiological, and nuclear threats, as well as from pandemic influenza and emerging

infectious diseases.10 The act would also provide an additional $735 million for procuring

security countermeasures, $920 million for acquiring and maintaining the Strategic

NationalStockpile, and $270 million for expenses necessary to prepare for or respond to

an influenza pandemic.11Evenwith this additional funding, HHS will need more federal

dollars to respond to a severe influenza pandemic.

10 TheBiomedicalAdvancedResearchandDevelopmentAuthority supports the transitionof medical

countermeasures,such as vaccines,drugs, and diagnosticsfrom researchthroughadvanced

development towards considerationfor approval by the U.S.FoodandDrugAdministrationand inclusion

into the Strategic NationalStockpile.BiomedicalAdvancedResearchandDevelopmentAuthority’s

support includesfunding, technical assistanceand core services, rangingfrom a clinical research

organizationnetwork to Centers for Innovationin AdvancedDevelopmentandManufacturing,and a fill-

finishmanufacturingnetwork.
11H.R.2740,116thCong., 1st Session,https://www.congress.gov/bill/116th-congress/house-

bill/2740/text?q=%7B%22search%22%3A%5B%22Departments+of+Labor%2C+Health+and+Human+Ser

vices%2C+and+Education%2C+and+Related+Agencies+Appropriations+Act%2C+2020%22%5D%7D&r

=2&s=1.
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A presidentialdeclaration under the StaffordAct couldallowHHSaccess to DHS/FEMA’s

Disaster Relief Fund and other funds appropriated by Congress.12 The definition of an

“emergency” under the Stafford Act is broad and could encompass a biological incident,

suchasaninfluenzapandemic; however, the definitionof “major disaster” ismorespecific

and does not explicitly refer to an influenza pandemic. Thus, the President could choose

to declare an “emergency” under the Stafford Act in response to an influenza pandemic,

allowingHHS access to funding from the Disaster Relief Fund for covered expenditures

not typically providedunder HHS’regularauthorities.However,a StateGovernor or Tribal

Chief Executivemust request an emergency declaration unless the emergency involves

federal primary responsibility. Thus, there is unlikely to be a nationwide emergency

declaration and the President is likely to make a determinationon a state-by-state basis

when requested. Further, it is unlikely that the Disaster Relief Fund could be used for

expenditures that HHS traditionally receives appropriations for (including supplemental

appropriations), such as procurement of vaccines, as any “assistance” through the

Disaster Relief Funds with respect to medicine is limited to: (1) providing financial

assistance to individuals to obtain medicine; or (2) paying for the federal government or

the impacted state government to distribute medicine. In addition, given the lack of

historical precedence for a StaffordAct declaration in response to a naturally occurring

biological incident, a great deal of uncertainty exists surrounding the likelihood of this

occurring in a future influenza pandemic.

Without access to the Disaster Relief Fund or access to other readily available funding

sources, exercise participants notedseveral challenges and cascading impacts, including

but not limited to delays in pandemic vaccine availability and an inability of HHS to

compete with other buyers (e.g., countries) for scarce medical countermeasures such as

personal protective equipment, diagnostics, and antivirals, most of which are produced

offshore. Such a delay in funding means delays in vaccine availability, which puts more

Americans at risk for infection and increases hospitalizations and fatalities. The exercise

demonstrated that the lack of authorities provided to HHS coupled with a lack of funding

associated with said authorities hinders the ability of HHS to provide timely assistance in

response to an influenza pandemic.

1.2.2. It was unclear if and how states could repurpose HHS and CDC grants, as

well as other federal dollars to support the response to an influenza pandemic.

Duringthe exercise,participatingstates discussedthe lackof clarity onhowCDC’sPublic

HealthCrisisNoticeof FundingOpportunity—afundingmechanismthat enablesCDC to

expedite funding, through the establishment of a correspondingapprovedbut unfunded

12
Associationof StateandTerritorialHealthOfficials,“EmergencyAuthorityand ImmunityToolkit,”

http://www.astho.org/Programs/Preparedness/Public-Health-Emergency-Law/Emergency-Authority-and-

Immunity-Toolkit/Robert-T--Stafford-Disaster-Relief-and-Emergency-Assistance-Act-Fact-Sheet/.
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list, to state, local, tribal, and territorial public health agencies in the event of a public

health emergency13—could support an influenza pandemic response. By the end of the

exercise, participating states did not receive any information on how CDC planned to use

the Public Health Crisis Notice of Funding Opportunity or how quickly the states would

have access to emergency funds.

States were also unclear on how to use Public Health Emergency Preparedness funds

during an emergency. The Public Health Emergency Preparedness cooperative

agreement is a criticalsource of fundingfor state, local, tribal, and territorial public health

departments. Since 2002, the Public Health Emergency Preparedness cooperative

agreement has providedassistance to public healthdepartmentsacross the nation.14 This

helps health departments build and strengthen their abilities to effectively respond to a

range of public health threats, including infectious diseases, natural disasters, and

biological, chemical, nuclear, and radiologicalevents.2 The State of Illinois and the City

of Chicago requestedwaivers in severalexisting funding streams, includingPublicHealth

Emergency Preparedness and the HospitalPreparedness Program, to allow for already

available money to be re-directed for use during the pandemic response. The State of

Illinois also requested guidance from CDC on how Public Health Emergency

Preparedness and Hospital Preparedness Program funds could be used for response

efforts. During the exercise, HHS/ASPR and CDC verbally approved to release

restrictions on the Public Health Emergency Preparedness and Hospital Preparedness

Program grants for a 30-day period for response efforts; however, they did not provide

written approval, which is a federal requirement, or an acknowledgement that an

amended Notice of Award would be forthcoming. Without written approvals, local

jurisdictions and states would be unable to utilize grant monies outside of their intended

use. TheState of Colorado also requested information regarding the use of Public Health

Emergency Preparedness funds during the exercise, but never receivedguidance from

CDC on the use of these funds in an emergency response. It is critical for states to

understand the availability of funds, and how they can use them, in order to adequately

respond to the needs of the community during a public health emergency.

13 Centers for Disease Control and Prevention, “Public HealthCrisis Response NOFO”,

https://www.cdc.gov/cpr/readiness/funding-crisis.htm.
14

Centers for Disease Control and Prevention, “Public Health Emergency Preparedness (PHEP)

Cooperative Agreement, https://www.cdc.gov/cpr/readiness/phep.htm.

COORDINATINGDRAFT

DONOT DISTRIBUTE

20

FOR OFFICIAL USEONLY



2. Planning

2.1. FederalPlans

2.1.1.The organizationof the federal governmentwhen HHSis the leadfederal

agency is not sufficientlyoutlined in the BiologicalIncidentAnnex to the

ResponseandRecoveryFederal InteragencyOperationalPlans(January2017)or

the PandemicCrisisAction PlanVersion 2.0 (January2018).

As previouslymentioned(Observation1.1.1),accordingto the BiologicalIncidentAnnex

to the Responseand RecoveryFederal InteragencyOperationalPlans (January 2017)

and thePandemicCrisisActionPlanVersion2.0 (January2018),HHSservesas the lead

federal agency for a nationwide pandemic influenza response, with support from

DHS/FEMA.However,inthe lead-upto theCrimsonContagion2019FunctionalExercise,

interagency representativesarticulateda variety of interpretationsof HHS as the lead

federalagency.The two maininterpretationsare (1)HHS is designatedas the sole lead

federal agency, or (2) HHS serves as the lead for all public health and medical aspects

of the responsewhile the DHS/FEMAserves as the leadfor consequencemanagement.

Given DHS/FEMA’sexperienceas the lead federal agency during disasters, the plans

assign DHS/FEMA to assist HHS by coordinating support for the broader incident

response,as a nationwideinfluenzapandemicwill affect sectorsbeyondthepublic health

and medical sector. During the exercise, participants applied the latter of the two

interpretationsandencounteredchallengeswith respect to operationalcoordinationand

reporting.

When exercising this interpretation, it was not clear to federal interagency and state

participants how HHS and DHS/FEMA’s bifurcated lead roles applied to their coordination

and reporting channels. Although HHS explicitly claimed responsibility for leading

response coordination meetings (e.g., DHS/FEMA’s 1230 Video Teleconference) and

developing products for senior-level decision-makers (e.g., Senior Leader Briefs [SLBs]),

supporting federal departments and agencies and state partners were uncertain as to

how and to whom they should provide informational inputs.

Further adding to the confusion, the respective roles between HHS/ASPR and CDC were

not well-understood. From the state-level perspective, it was not clear which of HHS’

components were leading the various aspects of the response. Moreover, several states

sought to gain state-federal coordination efficiencies by mirroring the federal response

structure, but were unable to do so because they were not provided with guidance on

how the federal government organizes during a pandemic response. Lacking an

understanding of the federal response structure, many states engaged in limited

coordination with federal agencies, relying primarily on their Regional Emergency

Coordinators as a federal conduit.
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2.2. Crisis Standardsof Care

2.2.1. The degree of progress made with respect to crisis standards of care

planning and implementation varies across local, state, territorial, tribal, and

federal stakeholders.

Developmentand implementationof coordinatedcrisis standardsof care plans, policies,

and procedureshas occurred to varyingdegrees over the past decade. In 2009, during

the height of the H1N1Influenza Pandemic, the Institute of Medicine of the National

Academies, at the request of HHS/ASPR, issued Guidance for Establishing Crisis

Standardsof Care for UseinDisaster Situations:A LetterReport.15 In2012, the Institute

of Medicine Committee on Guidance for EstablishingStandards of Care for Use in

DisasterSituationsreleaseda secondreportentitledCrisisStandardsof Care:A Systems

Frameworkfor CatastrophicDisasterResponse.16The secondreportwas commissioned

by HHS, the U.S. Department of Veterans Affairs, and the National Highway

TransportationSafetyAdministration,with theexpresspurposeof providingconceptsand

guidance to help state and local officials apply the Crisis Standardsof Care framework

developedfor the first report.Taken incombination,the two Instituteof Medicinereports

providea framework for considering, developing,and implementingCrisis Standardsof

Care that bothmeet each jurisdiction’sand its facilities’ specific characteristicsandcenter

on a unifyingfoundationthat allows for integrationacrossstakeholder groups.

Despite the Institute of Medicine’s Crisis Standards of Care guidance and associated

tools, state and local participants reported varying degrees of development and

implementation of crisis standards of care, ranging from the absence of standards, to

standards narrowly focused on the allocation of specific resources (e.g., ventilators), to

relatively mature standards and standards-implementation approaches. Additionally, the

exercise revealed that deliberate coordinated planning efforts integrating a range of

stakeholder perspectives have not occurred to a sufficient extent.

15 Institute of Medicine (US) CommitteeonGuidance for EstablishingStandards of Care for Use in

Disaster Situations; Altevogt BM,Stroud C,HansonSL,et al., editors.Guidance for EstablishingCrisis

Standards of Care for UseinDisaster Situations:A Letter Report.Washington(DC): National Academies

Press(US);2009. [Letter to NicoleLurie,M.D.,M.S.P.H.] Available from:

https://www.ncbi.nlm.nih.gov/books/NBK219946/
16 Institute of Medicine.Crisis Standards of Care: A Systems Frameworkfor Catastrophic Disaster

Response.2012.Washington,DC: The National Academies Press.Crisis Standards of Care: A Systems

Framework for Catastrophic Disaster Response.AccessedMarch 29,2012.
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2.3. Continuity Planning

2.3.1. State and federal entities identified challenges in implementing remote

work/telework policies (as a workforce protection measure) and to maintain

operational capacity.

The exercise revealed several workforce protection challenges under conditions where

medical countermeasures, such as the pandemic vaccine, antiviral medications, and

personal protective equipment, are limited. To protect the public prior to vaccine

distribution, public health officials issued guidance on the implementation of non-

pharmaceutical interventions intended to slow the spread of the virus. In keeping with

non-pharmaceutical intervention recommendations, employers—including government

entities—sought to practice social distancing by having a significant portion of their

employees work remotely. Employers encountered cascading impacts associated with

making, communicating, and implementing such work-distancing decisions.

At multiple levels of government, officials wrestled with identifying employees who are

essential and those who are nonessential inthe context of an incident forecasted to span

many months. In addition, officials faced challenges in determining which employees

could perform their duties remotely and hierarchical organizations, such as state and

federal departments and agencies, were uncertainas to the process for determining and

implementingremote-workforcedecisions. Similarly, several state agencies were unclear

as to how remote-workforce decisions would be made and communicated uniformly

across the stategovernment workforce. Federalparticipants posited,but did not validate,

that HHS/ASPR’s Continuity of Operations team, in coordination with DHS/FEMA’s

National Continuity Programs, would propose remote workforce policies to the HHS

Disaster Leadership Group (see 3.1.1. for more information on the HHS Disaster

Leadership Group). The HHS Disaster Leadership Group would in turn forward the

recommendationto the HHSSecretary,who would then forward this recommendation, if

approved, to the White House National Security Council through the National Security

Council Domestic Resilience Group for action and the Office of PersonnelManagement

would communicate those policies to the civil service workforce.

Some officials noted that traditional continuity of operations plans assume a shorter

period in which specific mission essential functions must be performed to maintain the

structure and function of an organization at a basic level. However, a global influenza

pandemic may last a year or more, and organizations will likely need to adapt to be able

to perform organizational tasks and functions above the most basic level of their essential

functions.

Participatingorganizationsalso foundthat their employeeswere not uniformlyor reliably

able to performtheir duties remotelyand, in turn, sustainperformanceof their agency’s
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tasks and functions. Many of the hurdles stemmed from technology and equipment

issues, including an uneven distribution of laptop computers and mobile devices among

the workforce, user volume limitations on virtual private network systems, and insufficient

internet bandwidthor connectivity. Littleor no training on remote systems further hindered

their performance of essential tasks and functions. Participants also reported

inefficiencies associated with having to log in and log out of different response

management systems (e.g., Web Emergency Operations Center, SharePoint) when

using a single laptop, as opposed to havingmultiple screens and operating systems in an

emergency operations center environment. In addition to technology and equipment

challenges, participants lacked standard operating procedures and staff communications

plans for remote operations.

3.OperationalCoordination

3.1. Senior LeadershipMeetings

3.1.1. The HHS DisasterLeadershipGroup and DomesticResilienceGroup have

the infrastructureandcapabilitiesto successfullyconduct virtual meetingsduring

incidentsnecessitatingsocial distancing.

According to the HHS/ASPR Incident Response Framework, the HHS Disaster

LeadershipGroup is a policy committeeconvenedby HHS/ASPRwhen incidentor event

conditions are expected to raise significant policy issues that require increased

surveillance,coordination,and/or informationsharingacrossHHS or throughout the U.S.

government.17While the HHS Disaster LeadershipGroup is primarily a forum for HHS’

senior leaders, some incidents/events may require expertise from other federal

interagency partners or external subject matter experts.18 As demonstratedduring the

exercise,the HHSDisasterLeadershipGroupconvenedonAugust 13and16,2019,and

involvedHHS’OperatingDivisionsandStaff Divisions,and federal interagencypartners

to discuss policy issues of senior leadershipconcern. The successfulexecutionof the

HHS Disaster LeadershipGroup confirmed that, when needed, HHS/ASPR leadership

canconvenethe HHSDisasterLeadershipGroup to discusspolicy issuesduringa critical

responseincident in both in-personandvirtual settings.

Similarly, the National Security Council Domestic Resilience Group—a policy group

charged with discussing the authorities, policies, capabilities, and structures in place for

a domestic responses—also successfully convened and executed a single “snap” forum

on August 15, 2019, to discuss a range of topics related to the federal government’s

17
U.S.Departmentof HealthandHumanServices/Officeof theAssistantSecretaryfor Preparednessand

Response,IncidentResponseFrameworkVersion2.1,April 2, 2019,11.

18 Ibid.
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response to the influenza pandemic. The National Security Council staff scheduled and

structured the meeting to be held virtually in accordance with the social-distancing

guidance issued by CDC. Of the 29 federal departments and agencies invited, 24 (83

percent) virtually participated in the discussion. Throughout the forum’s duration, no

significant technology issues occurred.

3.2 Federal-levelCoordination

3.2.1. Exercise participants lacked clarity on federal interagency partners’ roles

and responsibilities during an influenza pandemic response.

Influenza pandemics are low frequency, high consequence events; only four pandemics

have occurred within the past century—the 1918 “Spanish Flu” (H1N1 virus), 1957–1958

“Asian Flu” (H2N2 virus), 1968 “Hong Kong Flu” (H3N2 virus), and 2009 “Swine Flu”

(H1N1 Pdm09 virus).19 Consequently, influenza pandemics are a less familiar threat to

the U.S. government than more frequently occurring disasters such as hurricanes,

earthquakes, or wildfires. As a result, federal interagency partners lack practice

implementing the intra- and interagency coordination mechanisms necessary to manage

an influenza pandemic response.

For intra-agency coordination, many federal participants had limited knowledge of the

pandemic response roles and responsibilities of the various components within their own

agency, which hampered their ability to integrate their agency’s response activities

effectively. Forexample, DHS participants noted that while some DHS components, such

as DHS/FEMA and the NationalOperations Center, have clearly defined roles within the

Biological Incident Annex to the Response and Recovery Federal Interagency

OperationalPlans (January 2017) and Pandemic Crisis Action PlanVersion 2.0 (January

2018), other components—such as the Office of Public Affairs, Countering Weapons of

Mass Destruction Office, Customs and Border Protection, Transportation Security

Administration, and Immigration and Customs Enforcement—do not. Rather, their

pandemic response roles are less clearly defined, or not defined, within current plans.20

As a result, DHS participants were unsure how these components should coordinate

during a pandemic response. Similarly, some of HHS’ components lacked familiarity with

the Biomedical Advanced Researchand Development Authority’s response capabilities

to an influenza pandemic and encountered challenges integrating the Biomedical

19 The Centers for DiseaseControl and Prevention. Past Pandemics. https://www.cdc.gov/flu/pandemic-

resources/basics/past-pandemics.html.
20 The Federal Emergency ManagementAgency, NationalOperations Center, andCounteringWeapons

of Mass DestructionOffice actively participated in the exercise, while CustomsandBorder Protection,the

TransportationSecurity Administration, and ImmigrationandCustomsEnforcement were available to

provide reachback support,as needed.
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Advanced Research and Development Authority into the overarching HHS’ incident

response structure.

For interagency coordination, the exercise revealed that federal partners also lack clarity

on one another’s roles and responsibilities during an influenza pandemic. As previously

mentioned(Observation2.1.1.), the respective roles betweenHHS/ASPRandCDCwere

not always well-understood.Inanother example,during the exercise planningprocess, it

was unclear to planners how HHS and the Office of Personnel Management would

coordinate to developand disseminate guidance to the federalworkforce. The Pandemic

Crisis Action Plan Version 2.0 (January 2018) states that the Office of Personnel

Management will provide guidance to assist federal departments and agencies in

identifying appropriate social distancing protective measures, including assignment to

alternate facilitates or telework locations; however, the plan does not specify how the

Office of PersonnelManagement will work with HHS and other partners to develop this

guidance.Similarly, the BiologicalIncidentAnnex to theResponseand RecoveryFederal

Interagency Operational Plans (January 2017) states that the Office of Personnel

Management may be involved in the response to a biological incident but it does not

specify how the agency would be involved.Inaddition,EmergencySupport Function#13

partners lacked clarity on the kind of support they should expect to provide during a

pandemic influenza response. According to the Pandemic Crisis Action PlanVersion 2.0

(January 2018), the role of the U.S. Department of Justice during an influenza pandemic

response is to provide security for the Strategic NationalStockpile, coordinatewith state,

local, tribal, and territorial partners to providesecurity for vaccine productionfacilities, and

provide credible threat information regarding Strategic National Stockpile transportation

and vaccine distribution.21 During the exercise, Emergency Support Function #13

participants submitted a request for informationto HHS requestinginformationon the type

of Federal Operational Support missions they should expect to receive. However,

Emergency Support Function #13 participants did not receive the level of detail they

needed to support their planning.

3.2.2. HHS and Emergency Support Function #8 partner representatives in the

Secretary’s Operations Center and National Response Coordination Center played

a critical role in providing subject matter expertise and coordination support to

meet the public health and medical mission.

During an emergency, the Secretary’s Operations Center may draw upon agency

representatives from HHS’ Operating Divisions and Staff Divisions and interagency

partners to serve as action officers on specific matters within their areas of expertise. 22

21
U.S.Departmentof HomelandSecurity.PandemicCrisisActionPlan,2018,p.17.

22
U.S.Departmentof HealthandHumanServicesOfficeof theAssistantSecretaryfor Preparednessand

ResponseIncidentResponseFramework,2019,p. 39.
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Agency representatives are intended to serve as a central point of coordination and

communication for their respective department, agency, office, or function. During the

exercise, DHS, the U.S. Department of Defense, CDC, the Biomedical Advanced

Research and Development Authority, and the U.S. Department of Veterans Affairs

provided agency representatives to the Secretary’s Operations Center, and exercise

participants noted that these representatives played a vital role in supporting operational

coordination and information-sharing. Participants recognized great value in having

agency representatives in the Secretary’s Operations Center, particularly those with

knowledgeand expertise relatedto seasonal andpandemic influenza responses.To build

on this strength, participants recommended that the Secretary’s Operations Center

request agency representatives from additional agencies during a pandemic influenza

response, including, but not limited to, the National Institutes of Health, the Food and

DrugAdministration, and the U.S. Department of Agriculture.

In addition, HHS/ASPR deployed an Emergency Support Function #8 Support Team to

the National Response Coordination Center to serve as a link between the National

ResponseCoordinationCenter,Secretary’s Operations Center, and relevant Emergency

Support Functions, as described in the HHS/ASPR Incident Response Framework.23

Exerciseparticipants commendedthe EmergencySupport Function#8 Support Team for

providing valuable technical support to response partners in the National Response

CoordinationCenter.However, participants agreedthat the limitednumber of Emergency

Support Function#8 staff deployed to the NationalResponse Coordination Center was

insufficient to meet the needs of the response.Participants specifically identified the need

for additional Emergency Support Function #8 staff in the National Response

Coordination Center to support information management and planning, and it remains

unclear what level of support other lifelineswould require from HHS during a pandemic

influenza response, which could necessitate additional Departmental personnel. Thus,

the exercise revealed a robust National Response Coordination Center Emergency

Support Function #8 Support Team is needed to facilitate federal public health and

medical coordination during a pandemic influenza response.

During the exercise, CDC provided a liaison to the National Response Coordination

Center. Having someone with the necessary technical expertise and knowledge

physically present at the National Response Coordination Center was beneficial to

quickly address requests for information, especially given the time-consuming request

and tracking process (see 3.2.2. for additional information).

23
U.S.Departmentof Healthand Human Services/Officeof the Assistant Secretary for Preparedness and

Response Incident ResponseFramework,2019. p. 25.
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3.2.3.HHSand DHS/FEMAcollaboratedcloselythroughout the exercisein an

effort to enhancetheir understandingof one another’soperationalcapabilities

and facilitatea moreefficientandeffective responseto a pandemic.

The exercise provided an opportunity for HHS and DHS/FEMA to collaborate closely in

order to execute their respective roles and responsibilities in response to a unique

threat, in which DHS/FEMA is not the lead federal agency. HHS and DHS/FEMA

Headquarters-level operational leadership met daily in the National Response

Coordination Center to discuss ongoing response challenges (e.g., supply chain

shortages, vulnerable populations, and workforce absenteeism) and their respective

agency’s operations. On the first day of the exercise, HHS’ and DHS/FEMA’s

operational leadership met to discuss and sketch out the operational construct specific

to an incident inwhich DHS/FEMA is not the lead federal agency, highlighting key

coordination nodes and the flow of operations across the various levels of the response.

Engaging in these discussions helped bridge knowledge gaps among both agencies.

See Figure 7 below for the aforementioned operational construct.

COORDINATINGDRAFT

DONOT DISTRIBUTE

28

FOR OFFICIAL USEONLY



COORDINATING DRAFT

DO NOT DISTRIBUTE

Figure6 . DHS/FEMA and HHSIASPR Response Key Operational Nodes and Flow ofOperations

DHS/FEMA HHSIASPR
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LeadershipGroup)
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National Response Coordination

StaffChiefandNational

ResponseCoordinationStaff

Federal Health Coordinating Official ,

IncidentManagement Team , and

IncidentSupportTeam

Regional
RegionalResponse

Coordination Staff Chief and

Staff

RegionalAdministrators

State FederalCoordinatingOfficers RegionalEmergency

Coordinators

To ensure a smooth exchange of information and to address any scheduling conflicts of

key coordination calls , HHS invitedDHS FEMA to take part in what arenormally

Emergency Support Function # -only coordination calls, such as CDC' s State Health

Officialcall, the Secretary' s Operations Center morningbriefing, and thePublic Health

andMedicalcall. Both agencies also adjusted their respectiveoperationalrhythms, as

needed. For instance, theNationalResponse Coordination Staff Chief suggested

moving the NationalResponse Coordination Center's morningbriefing to after the

Secretary's Operations Centermorningbriefingcall at0800 EDT. This allowed the

NationalResponseCoordination StaffChief and NationalResponse Coordination Staff

an opportunity to make adjustments to their daily objectives and/or informational

updates, as needed.

Asmentioned previously , the FederalHealth CoordinatingOfficer and Incident

Management Team floatedbetween DHS/FEMA and HHS Headquarters, which was

easy enough to do given the close proximity of the two agencies' headquarters. The

likelihood of HHS and DHS/FEMA responders co - locatingateither the National

ResponseCoordination Center or in the Secretary' s Operations Center during an

influenzapandemic lead to discussions between HHS and DHS/FEMA operational

leadership on approaches to helpmaintain a healthyand functioning workforce in the

midstof a response to an influenza pandemic, including the implementation of

sanitationmeasures (e . g. , mandatorywipe downs ofdesks, sharedwork spaces,

phones, and key boards) andhaving security or other personnelperform a temperature

check at the buildingentrances.
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DHS/FEMA also notionally deployed a National IncidentManagement Assistance Team

to the NationalResponse Coordination Center to create a Unified Coordination Group in

order to further enhance information- sharing, coordination , and operational decision

making between HHS and DHS/ FEMA. Utilizing the Unified Coordination Group

structure , HHS immediately identified the following key objectives: (1) determine the

distribution / transportation plan for the H7N9 pre-pandemic vaccine to beused as a

priming dose (e . g., phased distribution – distribute to the five “red” states first; create a
plan to distribute to all states/ territories ); (2 ) begin to identify the minimum personnel

requirements to continue criticalinfrastructure services (e g. water, power,

transportation ); (3) identify address state shortfalls ; and ( ) evaluate and revise public

messaging.

DespiteHHS andDHS/FEMA' s closecollaboration throughout the exercise, both

agencies remaineduncertain on how best they could support oneanother.Mostoften,

discussionscentered on how DHS/FEMAshould supportHHSasthe lead federal

agency. DHS/FEMA looked to HHS for guidance on areasbeyond the public health and

medicallifelinesand for guidance on whatkindsof support DHS/FEMA should task

other federaldepartments and agencies to providestateswith emergency declarations.

However, oftentimes these requests for guidancewentunanswered within the

timeframeof the exercise, as providing accurate guidancerequires the knowledge of an

influenza pandemic subjectmatter expertand its second and third order effects.

3.3 . State and FederalCoordination

3 . 3. 1. Confusion regarding the purpose of and target audience for national

conference calls hampered coordination among state and federal response

partners .

Federal interagency partners conducted a variety of conference calls over the course of

the exercise in order to synchronize response activities and promote situational

awareness . DHS/FEMA and HHS hosted several calls that commonly take place during

national responses , including DHS/FEMA' Video Teleconference and the Center

for Disease Control and Prevention ' s State Health Official call. However, in an effort to

address the complexities and unique features of a pandemic influenza response , partners

modified various aspects of these standard calls , including the call titles , formats , and

target audiences. For example , the title of DHS/ FEMA' 1230 video teleconference was

changed to “ Senior Leader Video Teleconference , and while DHS/FEMA facilitated the

video teleconference logistics and sent out invitations , HHSIASPR served as the formal

host of themeeting. Similarly , the title ofCDC ' s State Health Official Callwas changed to

the “ State Health Official and Regional Emergency Coordinator Call, and CDC invited

the Federal Health Coordinating Officer to open the call with an update on the federal

interagency response posture .
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While the Secretary 's Operations Center and National Response Coordination Center

published daily call schedules , the schedules included only the call titles and times and

provided limited information about the call purpose and target audience . Exercise

participants noted that several calls were titled with acronyms or had ambiguous titles

that did not clearly convey the purpose of the calls . Given themodifications to standard

calls and the lack of detail provided in the call schedule , exercise participants at both the

state and federal levels struggled to determine in which national calls they should

participate . Participating state organizations that are frequently understaffed found that

keeping up with the number of calls and the rapidly shifting nature of calls was difficult.

Furthermore , participants reported that distribution lists for several calls were notupdated

to include allrelevantpartners with key roles in pandemic influenza response operations .

Consequently , some partners missed calls or received last-minute invitations and were

therefore inadequately prepared to participate in calls .

3 . . 2. Bilateral state-federal request for information coordination nodes and

processes were unclear to state and federal exercise participants .

During the course of the exercise, it was not clear to state participants which federal

agencies and points of contact they should send requests for information. For example,

exercise participants sent requests for information to the U . S . Food and Drug

Administration that should have been directed to the U .S . Departmentof Agriculture. In

practice, most states directed requests for information to their respective Regional

Emergency Coordinators. The RegionalEmergencyCoordinators then directedmany of

the requests for information regarding technical guidance to CDC. The Regional

Emergency Coordinators expressed concern aboutan overreliance on their position as

the primary state-federal coordination node due to their limited familiarity with certain

aspects of the response ( e .g . , Strategic NationalStockpile assets and capabilities) and

HHSASPR regional offices' limited personnelcapacity. Atthe same time, states had

direct access to technical guidance from CDC via the State Health Officer and Regional

Emergency Coordinator calls, leaving state- levelparticipants to question whether they

should submit requests for information directly to CDC.

Severalstates submitted requests for information thatwent entirely unansweredover the

course of theexercise, despite directremindersto the recipientsandexercise control staff

intervention. Further contributing to the confusion, some states received requests for

information (e. g. , on State Declarations and emergency declarationsunder the Stafford

Act) from federalagenciesfor information thathad alreadybeen provided to other federal

responsepartners(e. g. HHSASPR s regionalpersonnel, DHS/FEMA).
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3.4. PrivateSector Coordination

3.4.1. At times, HHS’ Operating Divisions and Staff Divisions provided

inconsistent and inaccurate response guidance and actions to healthcare and

public health private sector partners.

According to the HHS/ASPR Incident Response Framework and the Pandemic Crisis

Action Plan Version 2.0 (January 2018), the appropriate HHS’ Operating Divisions and

Staff Divisions provide information and decision support to private sector partners

regarding the operating status and critical needs of the healthcare and public health

sector during incident responses, with a focus on critical facilities and interconnected

supporting infrastructure.24

During the HHS/ASPR/Critical Infrastructure Protection Program’s formal coordination

calls, CDC and HHS/ASPR/Critical Infrastructure ProtectionDivision provided guidance

to healthcare and public health sector partners regarding strategies to reduce demand,

using engineering and administrative controls to reduce the need for personal protective

equipment (e.g., N95 facemasks, gloves, and respirators). CDC and HHS/ASPR also

encouraged the use of reusable products and extended limited reusability of personal

protective equipment based on occupational exposure risks. As a result of the

coordination and constant outreach with the healthcare and public health sector, private

sector partners increased their knowledge of necessary workforce protection measures

during an influenza pandemic.

However, messaging from HHS/ASPR’s Critical Infrastructure Protection Division and

other HHS’ Operating Divisions to healthcare and public health private sector partners

was inconsistent and inaccurate at times. Federal participants were unclear if there was

a process to ensure that responseguidance (e.g., vaccine andadjuvant handling,medical

countermeasures availability) was vettedwith the appropriate subject matter experts prior

to dissemination to private sector partners. In particular, some HHS’ Operating Divisions

developed and disseminated a document to healthcare and public health private sector

partners that contained incorrect information. In an actual incident, the lack of clear and

accurate messaging may lead to incorrect response guidance and actions from

healthcare and public health sector partners that negatively affect their workforce and

other constituents.

24 U.S.Department of Health and Human Services: Office of the Assistant Secretary for Preparedness

and Response, Incident Response Framework Version 2.1, 61; U.S.Department of Homeland Security:

Federal Emergency Management Agency, Pandemic Crisis Action PlanVersion 2.0, January 2018, 15-

16.
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3.4.2.Representativesof EmergencySupportFunction#14 successfully

supportedcross-sectorcoordinationamong infrastructureownersand operators,

businessesandgovernmentpartners.

The primary function of Emergency Support Function #14 is to align and support cross-

sector operations among infrastructure owners and operators, businesses, and

government partners to stabilize community lifelines as well as any impacted national

critical functions.25 This new Emergency Support Function, led by DHS’ Cybersecurity

and Infrastructure Security Agency, was created to provide unique services to enhance

response operations, including a platform to engage the private sector in providing

resources, a network of connections to additional partners, and analytical capabilities

focused on interdependences. The exercise provided an opportunity for Emergency

Support Function #14 partners to test their ability to provide such services during a

nationwide pandemic influenza response.

Throughout the exercise, Emergency Support Function #14 representatives participated

in daily coordination calls conducted by HHS/ASPR/Critical Infrastructure Protection

Division. During one such call, the state of Arizona requested guidance regarding the

use of refrigerated tractor trailers to transport the deceased. In response, Emergency

Support Function #14 partners offered to support this request by coordinating with the

Transportation Systems Sector. On another such call, a nonprofit medical center

requested information about government regulations and flexibilities with respect to the

use of expired respirators. In response, Emergency Support Function #14

representatives offered to educate partners on waivers that may be used to overcome

challenges posed by restrictive regulations.

Inaddition to participating inHHS/ASPR/Critical Infrastructure Protection Division’s

coordination calls, Emergency Support Function #14 partners held a notional National

Business Emergency Operations Center call to provide updates to and receive

information from critical infrastructure partners. During the exercise, Emergency Support

Function #14 partners also began to work with HHS—including the ASPR/Critical

Infrastructure Protection Division and CDC—to identify minimum staffing requirements

across critical infrastructure sectors. Partners agreed to continue this work following the

exercise to ensure that critical infrastructure operators are appropriately ranked within

the federal government’s tiered vaccination recommendations. Figure 7 below shows

the recommended target groups to receive the pandemic (matched) vaccine first.

25
Federal Emergency ManagementAgency. EmergencySupport Function#14 – Cross-Sector Business

and InfrastructureAnnex. May 2019.
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Figure 7 . The federal government's tiered vaccine recommendations for Tiers 1and 2
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4 . Situational Assessment

4 .1. Federal Interagency Information -Sharing and Reporting

4 . 1. 1. Federal interagency partners conducted a productive crisis action planning

session to develop key leader decisions , critical information requirements , and

essential elements ofinformation for a pandemic influenza response .

In preparation for the exercise , HHSIASPR Information Management Division

conducted a series of meetings with CDC and DHS/FEMA partners to develop an

information collection plan and national senior leader brief template tailored to an

influenza pandemic response . The exercise provided a valuable opportunity for these

partners to test the draft information collection plan and template . Exercise participants

held a meeting to develop a listofkey leader decisions on topics including butnot limited

to national declarations , operational coordination , public information and warning ,

Defense Production Act resource adjudication , law enforcement and security , waivers

and exemptions , and continuity of operations . For each key leader decision , the group

identified associated critical information requirements and essential elements of

information . Following the exercise , HHS and DHS /FEMA leadership commended

exercise participants for making significant progress in determining how the federal

government will collect, analyze , and report local, state , federal, and private sector

information during an influenza pandemic response .
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4.1. 2 . HHS and DHS/FEMA s use of disparate information managementsystems

hampered their ability to establish andmaintain a national common operating

picture.

Duringtheexercise, HHS usedits SharePoint-basedEmergencyManagementPortal to

share information andmanage requests for information,while DHS/FEMA used its own

informationmanagementsystem — Web EmergencyOperationsCenter— to do the same.

Because these systems do notinteractwith one another, informationmustbemanually

transposed between the two systems. When the Emergency Support Function # 8 desk

at theNationalResponse Coordination Center received a request for information via the

Web Emergency Operations Center, the Emergency Support Function # 8 desk

representatives had to manually enter the information into the HHS Emergency

Management Portal, monitor the HHS Emergency ManagementPortal for a response,

and thenmanually enter the response into theWeb Emergency OperationsCenter. This

process was labor intensive and slowed their ability to address and close requests for

information. Furthermore, HHS personnel outside theNationalResponseCoordination

Center did not have access to the Web Emergency Operations Center and therefore

could not assist the Emergency Support Function # 8 desk in managing requests for

information. To address this issue, exercise participants identified theneed to grantWeb

Emergency Operations Centeraccess and provide trainingon the system to selectHHS

personnelwithin the IncidentManagementTeam and/ or IncidentSupport Team to allow

them to assistin managingrequests for information. Exercise participants also suggested

deploying a DHS/FEMA representative to the Secretary' s Operations Center to manage

Web Emergency Operations Center inputs into the Emergency Management Portal;

however, this was notimplementedduring the exercise.

In addition to identifyingshort-term optionsformanaging the disparate systems, exercise

participants also recommended that HHS and DHS/FEMA explore potential long-term

information technology solutions to enable automated information sharing. Participants

noted thatautomation would increase the timeliness of information sharing and allow both

HHS and DHS/FEMA to more efficiently address and close requests for information.

4 . 1. 3. Both HHS andDHS FEMA submitted senior leader briefs to the White House

National Security Councilduring the exercise, which caused confusion regarding

the officialsource of senior leaderbriefs.

During Senior Official Exercise 18-5 , deputies agreed that HHS would coordinate with

DHS/FEMAto develop senior leadership materials during a pandemic response to ensure

a whole -of-government perspective. Later, during the Crimson Contagion Federal

Interagency Seminar, senior federal officials affirmed that HHS, as the lead federal

agency,would be responsible for developing a whole-of-government senior leader brief
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to provide the National Security Council with information on response activities and

impacts of the pandemic , including information on second- and third -order effects.

In preparation for the Crimson Contagion 2019 Functional Exercise, HHSASPR 's

Information Management Division conducted a series of meetings with CDC and

DHS/FEMA to develop an information collection plan and nationalsenior leader brief

template. On the first dayofthe exercise, HHS submitted a nationalseniorleaderbrief to

the National Security Council using this template. On the second day of the exercise,

DHS/FEMA also submitted a senior leader brief to theNational Security Council in its

normal template, using its normaldistribution list for disaster responses, butwith some

different information from HHS senior leader brief. As a result, senior officials were

confused as to what information they should use to inform their decision-making and

which agencywasresponsible fordevelopingthewhole-of-governmentseniorleaderbrief

during a pandemic response. To avoid such confusion in the future, HHSand DHS/FEMA

identified the need to better coordinate and consolidate their informationmanagement

activities to develop only one, nationalsenior leader brief for the National Security

Council, which may also involve DHS/FEMAmaking adjustments to its pre-established

distribution lists thatare normally used during emergency responses.

4 . 1. 4 . Response partners lack clarity on CDC' s data sharing policies.

The exercise revealed that HHS ASPR other HHS Operating Divisions and Staff

Divisions, and federal interagency partnershave limitedknowledge ofCDC s data sharing

policies. This lack of clarity gave rise to two key issues during the exercise . First, partners

made unapproved modifications to CDC ' s data and also improperly disseminated

sensitive information . Second, HHS ASPR and other partners expressed concern that

CDC s restrictions on data sharing prevented them from performing critical analysis to

create derivative products for seniorleaders, such aslayered maps or reports. To address

these issues, participants identified the need to clarify data sharing restrictions, both

within and outside ofHHS.

4 .2 State -Federal Information Sharing

4 . 2. 1. State, local, tribal, and territorial partners were unclear on the kinds of

information they needed to provide federal partners to address the full spectrum

of community lifelines.

During the exercise planning process , federal planners indicated that state, local, tribal,

and territorial participants should expect to receive questions from federal departments

and agencies about the status ofcritical infrastructure within each of the seven community

26 U . S. DepartmentofHealth andHuman Services. Crimson Contagion 2019 FederalInteragency

Seminar Day 1 Summary Report
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lifelines, along with other informational requirements .However, during the exercise ,most

state , local, tribal, and territorial partners received very few , if any, requests for

information related to critical infrastructure outside of the health and medical lifeline.

Because the reporting process was not exercised as planned, states remained unable to

anticipate future community lifelines reporting requirements and plan accordingly to

provide them .

To gather public health and medical information during the exercise, the Secretary' s

OperationsCenter InformationManagementSection disseminated a Mission Generation

Field Report template to Regional Emergency Coordinators. The template contained
fields for information related to public and environmentalhealth , healthcare facilities,

shelter operations, patientmovement, and human services, as well as a field for
miscellaneous issues. Some states were also asked to provide information (e . g ., real

timeaccounting of ventilators in use) that they do not track, were unaware they would be

asked to provide, and would find difficult to track due to the transientnature of the

information. State, local, tribal, and territorialparticipants suggested that federalpartners

coordinate to develop a single template that addresses all lifelines and captures all

information needed to develop thenationalsenior leader brief.

4 . . 2 . HHS regional staff lack clear guidance on the distribution of federal

information management products to state and local partners.

During the exercise, the Secretary' s OperationsCenter Information ManagementSection

worked with CDC and federal interagency response partners to generate a variety of

valuable products to support situational awareness, including maps of influenza -like

illness levels and confirmed cases by state, graphs depicting the projected

epidemic curve, and lists of federal facilitiesnear areas with high rates of absenteeism .

These products were made available to HHS responders via the Emergency

ManagementPortal. RegionalEmergency Coordinators noted thatmany of the products

contained information pertinent to state, local, tribal, and territorialpartners; however, it

was unclear to them which , if any, products had been cleared for release to their state

and local partners. Itwas also unclear to Regional Emergency Coordinators when

updated or new products would be available and where those products would be stored

on the Emergency Management Portal. To address these issues, the Regional

Emergency Coordinators identified the need for HHS to develop a clear process for

distribution ofnew and updated informationmanagementproducts to state, local, tribal,

and territorialpartners .
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4 . 2 .3. CDC' s State Health Official and Regional Emergency Coordinator calls

provided state partners with valuable insight into pandemic response activities at

the national, regional, and state levels ; however, the amount and types of

information shared , as well as the existing limited mechanisms to share

information were insufficient.

CDC' s State Coordination Task Force conducted two State Health Official and Regional

Emergency Coordinator calls during the exercise to facilitate information - among

CDC, state, local, tribal, and territorialpublic health agencies, and public health partners .

State and localpartners found these calls to bewellstructured and informative . Each call

began with an update from the Federal Health Coordinating Officer, who provided an

overview of the federal coordinating structure and response priorities.CDC then provided

an update on the current epidemiological situation , medical countermeasures supply ,

community mitigation , and public information . Following these updates, CDC invited state

partners to provide updates and ask questions about the response . State partners

appreciated the opportunity to hear about challenges faced by other states and the

actions they were taking to address those challenges. However, participants noted that

time constraints may not allow for such discussion during a real-world pandemic affecting

all 50 states. In lightof this concern , participants identified the need for CDC to consider

what changes , if any,maybenecessary to the call structure , duration , and/or frequency

during a nationwide influenza pandemic .

Beyond CDC s State Health Official and Regional Emergency Coordinator calls , the

public information officer calls , andHHSASPR ' s CriticalInfrastructureProtection Division

calls (private sector calls ), some statesreceivedno information from federalentities about

thenational-levelpandemic response. States noted thatnational-level information, when

provided, was helpfulto guide their response operations; however, the amount, types,

and frequency of information shared was insufficient. For example, states were looking

for nationally aggregated data on the course of the pandemic including updated case

counts, intensive care unit admissions, hospitalizations, fatalities, lab testing results, and

any new concerning trends. They also wanted to know the impact of the pandemic on

nearby states. Additionally , information was primarily shared only through phone calls,

and not through documents (e. g. Situation Report) which made validating the

information heard challenging.

Based on previous experience, such as the Ebolaoutbreak andH1N1pandemic, states

anticipated more of a “push of information from their federal partners. In another

example, states should nothave had to ask for the updated guidance on recommended

personalprotective equipment from CDC . Rather, when CDC created thenew guidance ,

they should have “pushed to the state . This is because states would have no way of

knowing new guidance was available to ask for, if not informed about it. Instead, they
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would have continued to use the standard guidance and protocols for a high-risk

respiratory disease .

4 . 2. 4 . Inconsistent use of terminology regarding vaccine types and stockpiles

caused confusion among response partners at all levels ofgovernment.

Throughout the exercise , participants used multiple terms to refer to the same vaccine

type . To refer to the 2017 and 2013 H7N9 vaccine held in HHS pandemic

influenza vaccine stockpile , participants interchangeably used the terms “pre -pandemic

vaccine”, “stockpiled vaccine”, and “priming dose . To refer to the 2019 H7N9 vaccine

thatmanufacturers were notionally developing during the exercise , participants used the

terms “2019 H7N9 vaccine” , “pandemic vaccine ” and “matched vaccine . The multitude

of terms caused confusion , particularly among the many response personnel unfamiliar

with influenza and vaccine types. Similarly , exercise participants often used the term

“ stockpile” without specifying whether they were referring to the Strategic National

Stockpile , another federal stockpile , or a state stockpile .

5 . Resources

5 . 1 . Scarcity

5 .1.1. The current medical countermeasure supply chain and production capacity

cannotmeet the demands imposed by nations during a global influenza pandemic .

The U . S . the ability to produce or source some of the inputs necessary to produce

vaccine in sufficient quantities to respond to the domestic requirements of a severe

influenza pandemic . Further compounding this challenge , globalmanufacturing capacity

will also be unable to meet domestic demand for medical countermeasures , including

personal protective equipment and ancillary supplies (i. e. , syringes ), and it is anticipated

that countries will keep their own stockpiled supplies for their own citizens . The U . S. also

lacks domestic manufacturing capacity for the production of sufficient quantities of
personal protective equipment, needles, and syringes . Domestic supplies of on -hand

stock of antiviralmedications , needles , syringes , N95 respirators, ventilators , and other

ancillary medical supplies are limited and difficult to restock , because they are often

manufactured overseas .

5 .1. 2. Exercise participants were not clear on the applicability or use of Title I

Defense Priorities and Allocations Authority , of the Defense Production Act to

mitigate medical countermeasure and ancillary supply shortages during an

influenza pandemic response.

Title theDefenseProduction Actauthorizesthe federal governmentto ensure timely

availabilityof criticalmaterials, equipment, and services produced in theprivatemarket
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in the interestofnationaldefense. 27 Itdirects the head of six federaldepartments,

includingHHS, to issue final rules thatestablish standards and procedures to promote

nationaldefense . It also allows the Presidentto allocate or controlthe general

distribution ofmaterials, services, andfacilities. However, the definition ofnational

defense doesnotexplicitly includehealth care resources, thereby highlighting the

uncertainty of using the Defense Production Act to producemuch needed medical

countermeasures andmatched vaccines in response to an influenza pandemic.

Asarticulated during the “snap Domestic ResilienceGroupmeeting, participantswere

unclearas to how the Defense Production Act could beused to compelor influence the

private sector industry to acquire or produce critical resources. Specifically, participants

were unclear if the Health Resources Priority and Allocation System under the Defense

Production Act could be used in response to a non-Stafford Act incident. Ultimately,

participants did not determinehow , or if, the Defense Production Act could beused to

enforce orencourage the developmentandmanufacture of vaccines ormedical

countermeasures and ancillary suppliesdomestically .

5 . 2. Resource Requests, Distribution, and Allocation

5 . 2 . 1. States experienced multiple challenges requesting resources from the

federal government due to a lack of standardized , well-understood , and properly

executed resource request processes .

During the exercise, states experienced multiple issueswhen requesting resources from

the federal government. First, the resource request process between state and local

jurisdictions and federal agencies for anti-viral medications, personal protective

equipment, and ventilators was not standardized . Without a standard request form ,

jurisdictions submitted essay-style requests for resources, which led to confusion about

what resourceswere being requested and delayed the resource fulfillment.

Second, at leastone state planned to employ their full allocation of ventilators andpriming

doses, and accordingly submitted requests to HHS ASPR. However, HHS/ASPR

declined to fulfill these requestson the basis of its own evaluation of the conditions in the

state. The state was not prepared to address denial of its requests because of its

understanding that states are responsible for identifying their own requirements via their

own assessment process not a federal assessment process ) well as its

understanding that the requested resources had already been allocated and made

available to them .

27 CongressionalResearch Service. The DefenseProduction Act of 1950: History, Authorities, and

Considerations for Congress, https:/ /fas.org/ sgp/ crs/natsec/R43767.pdf.

40

FOR OFFICIAL USE ONLY



COORDINATING DRAFT

DO NOT DISTRIBUTE

Third, requests submitted to federalpartners often wentwithout acknowledgement. In the

absence of confirmation of receipt of requests for information or requests for resources,

jurisdictions re-submitted documents . The additional duplicate requests further

encumbered the process, gave to version control issues, and did not account for

partialapprovals or denials . This situation was complicated by the fact that the Division

of the Strategic National Stockpile did notuse their system ofrecord to acknowledge or

deploy resources.

Fourth , resource request and allocation tracking wasnottransparent to the rangeofstate ,

local, tribal, and territorial and federal response partners. CDC controlled allocations of

the pre- vaccine primingdose while HHS/ASPR ' s Division of Strategic National

Stockpile controlled Strategic National Stockpile assets and HHSIASPR' s Resource

Coordination Branch controlled allother potentialassets. These resources are all tracked

via differentprocesses in different systems, which poses a challenge to developing a

comprehensive resource common operatingpicture

Fifth , state participantswere unsureif they should submitresource requests (alongwith

requests for information and response data) to HHS ASPR (specifically, the Regional

EmergencyCoordinators), to CDC, or to both .

Sixth , states were unsure whether only those requests for resources that could be filled

with Strategic National Stockpile resources should be submitted to HHSASPR while

other requests for resources should be submitted to CDC ( . g. , for primingdose vaccine

for resourcingthrough theNationalPre-Pandemic Influenza Vaccine Stockpile).

5 .2 . 2 . Somestateswerenotclearonpre-pandemicvaccine or the StrategicNational

Stockpile assetdistribution in responseto an influenzapandemic.

Severalstates did notpossessa clearunderstandingof how Vaccines for Children supply

chains would be used to distribute pre-pandemic vaccine priming doses. State

participantswere concerned that the currently registeredVaccines for Children providers

maynot sufficiently representthe targetpatientpopulations.

In addition , states were concerned that without funding provided under a major disaster

declaration , they would not have the resources to distribute Strategic NationalStockpile

assets from initialreception points to areas across that state.

5 . 2 . 3 . States questioned federal resource allocation decisions in response to an

influenza pandemic.

Using outbreak data and epidemiological forecasts , one of the participating states

identified theneed for its full allocation of ventilators from the Strategic NationalStockpile

and vaccine doses from the pre-pandemic influenza vaccine stockpile . Based on the
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epidemiologic curve, its healthcare capacity, and its medium disease burden profile

status, the state anticipated a sharp increase in influenza cases and sought to: 1) pre-

position ventilators infacilities with the capacity to operate the equipment andadequately

care for higher levelacuity patients; and2) vaccinate priority groupswith the primingdose

vaccine as quickly as possible. To execute these actions, the state required and planned

to employ its full allocation of ventilators and priming doses and accordingly submitted

requests to HHS/ASPR. HHS/ASPR declined to fulfill these requests on the basis of its

ownevaluationof the conditions inthe state. The statewas not preparedto addressdenial

of its requests because the state believed it was responsible for identifying its own

requirements via its own assessment process (not a federal assessment process).

Additionally, the state held the understanding that the requested resources had already

been allocated to them.

Similarly, during the State Health Officer and Regional Emergency Coordinator calls,

CDC stated that there were sufficient quantities of antiviral medications in the market

place and they would therefore not recommend releasing additional quantities of antiviral

medication allocations to stateand localjurisdictions. Although the exercise was designed

with a central focus on non-pharmaceutical interventions and the production of vaccine

for a novel influenza strain, the decision to forgo adjudicationof state and locals’ requests

for what they understood as pre-allocated quantities of antiviral medications drove

confusion about how these requests would be addressed in a real world incident. Very

few states or jurisdictions maintain an U.S.Foodand DrugAdministration-compliant, on-

hand pharmaceutical capability and by day 48, felt that they would likely encounter retail

pharmacy shortages. One jurisdiction anticipated exhaustion of its anti-viral medication

supply and sought private sector input to determine costs for product replenishment; the

generic version of the products wouldhave cost just under $42M. Furthermore,during an

antiviral medication shortage, referring individuals to Flu-on-Call could sidestep the

prioritization that states may establish for receipt of antiviral medications and potentially

deplete supplies by the “worried well.”

6. PublicInformationandRiskCommunications

6.1.Public Information-SharingandRiskCommunications

6.1.1. CDC successfully provided public and responder information about the

influenza pandemic response, as well as guidance on safe work practices, and

personal protective equipment for first responders.

According to the Pandemic Crisis Action Plan Version 2.0 (January 2018) and CDC’s

Pandemic Influenza Appendix to the Biological Incident Annex of the CDC All-Hazards

Plan, CDC is tasked with providing guidance on the use and distribution of medical
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countermeasures, on protective measures for first responders and public health

providers, and for disseminating key public health and safety messages to the public.28

During the exercise, CDC provided technical and workforce safety guidance to state,

federal, and private sector participants through a number of national-level coordination

calls, including the CDC State HealthOfficer and Regional Emergency Coordinator call,

National Incident Coordination Conference Line call, State Incident Coordination

Conference Line call, the CDC State Epidemiology call, Emergency Support Function #8

Public Health and Medical Services call, the HHS/ASPR’s Critical Infrastructure

Protection Division call, and the National Pandemic Influenza Situation Update video

teleconference call. State, federal, and healthcare and public health private sector

partners found the information provided by CDC and their state counterparts to be

informative and helpful. CDC provided key response information includingthe timeline for

distribution of the pre-pandemic primingdose vaccine, the estimated timeline for the well-

matched vaccine, and the lack of availability of federal teams to cover the response due

to disease transmission.

6.1.2. The distributed nature of school closure decisions caused confusion among

exercise participants and highlighted the cascading impacts of implementing said

decisions.

During the exercise, CDC recommended that states delay school openings for six weeks,

a follow-up to the initial (pre-exercise) recommendation that states delay the opening of

schools for two weeks if the disease is present in the area. Many local jurisdictions and

school districts have the authority to decide to close schools (or keep schools open). This

distributed approach to school closure decisions caused confusion centered on

discrepancies between schools that remained open and those that closed.

Inaddition, while school delays and dismissals may be necessary over the course of the

pandemic response, state participants identified any continued school delays and

dismissals as having serious cascading impacts that require a concerted public

messaging campaign and government coordination. Multiple states realized that

dismissing schools is much more complex than they previously appreciated. In the State

of Illinois alone, the human services impact and financial impact rose to a key concern.

The Chicago Department of Public Health roughly estimated that the economic cost of

school closures for the City of Chicago, which accounts for approximately 21percent of

the Illinois’ population, would be approximately $40 million per week. This finding

prompted the state to request a Stafford Act declaration; however, deriving the economic

28 U.S.Department of Homeland Security: Federal Emergency Management Agency, Emergency Support

Function #15 – External Affairs Annex, June 2016, accessed September 30, 2019, 8,

https://www.fema.gov/media-library-data/1470148861791-

ef933ffb72424da5925348b4695b4a00/ESF_15_External_Affairs_20160705_508.pdf.
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impact in real-time would be a huge task for state and locals. Regarding the human

services impact, state participants considered the possibility that schools are often a

child’s only way to receive hot meals throughout the day. As a result, states were less

likely to implement guidance from CDC without first receiving notifications that emergency

funding through the Stafford Act was approved.

6.1.3.The reasonsfor HHS’ decisionto halt seasonalinfluenzaadministrationand

distributionwere unclearto stateparticipants.

At the start of the exercise, CDC provided guidance to states on delaying the

administrationand distributionof seasonal influenza vaccines. However, the guidance

lackedclear context leadingto confusionwithin severalstate publichealthcommunities.

Somestates notedthat haltingdistributionand administrationof the seasonalinfluenza

vaccine so late in the year would likely result in inconsistent adherence to the federal-

level guidance to provide the seasonal vaccine. By late July, many providers, facilities,

and pharmaciesin states would have already received their allotment of the seasonal

influenza vaccine. In this situation, many healthcareand public health providers would

likely continue to administer the seasonal vaccines despite guidance from CDC.

Consideringthis, states noted that messagingto the public about this would be critical.

Specifically, it would be important for patients and the public to understand that the

seasonal flu vaccinewould not provide protectionagainst the pandemicH7N9 strain. A

significant outreach componentwould also be necessary to both the vaccine providers

and the public to justify why these vaccines should not be administeredand increase

compliancewith recommendations.

6.2. National-Level Coordination Calls

6.2.1. Despite initial technical issues, the National Incident Coordination

Conference Line call enabled federal government response partners to

coordinate on the development of public messages.

According to the Emergency Support Function #15 – External Affairs Annex, the

National Incident Coordination Conference Line call should act as a standing

conference line designated, maintained, and supported by the DHS Office of Public

Affairs as the primary means for interagency incident communications information

sharing during an incident requiring federal government coordination.29 During the

exercise, HHS/ASPR and DHS coordinated the facilitation of the National Incident

Coordination Conference Line call on August 13, 2019. Federal government participants

29 U.S.Department of Homeland Security: Federal Emergency Management Agency, Emergency Support

Function #15 – External Affairs Annex, June 2016, accessed September 30, 2019, 8,

https://www.fema.gov/media-library-data/1470148861791-

ef933ffb72424da5925348b4695b4a00/ESF_15_External_Affairs_20160705_508.pdf.
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considered the issues that their organizations could face as the pandemic worsened

over the next month. Participants also discussed the public messaging implications of

the pandemic and coordinated messaging approaches to the public, as well as their

respective federal workforces.

6.2.2 State government public information officers found the State Incident

Coordination Conference Line calls useful to create state-based public messaging.

According to the Emergency Support Function #15 – External Affairs Annex, the State

Incident Coordination Conference Line call should act as a standing conference line

designated, maintained, and supported by the DHS Office of Public Affairs as the

primary means for federal-to-state incident communications and information sharing

during an incident requiring such coordination.30

During the exercise, states found the information provided by the federal government

and their state counterparts to be useful in guiding their response operations. Federal

and state partners shared relevant and needed information (e.g., the timeline for

distribution of the pre-pandemic priming dose vaccine, the estimated timeline for the

matched vaccine). Additionally, states found the State Incident Coordination Conference

Line useful to hear what other states were facing as a result of the pandemic. Broad,

transparent coordination during the State Incident Coordination Conference Line calls

provided states with ideas about actions they might want to pursue as the disease

increases in their state.

30 U.S.Department of Homeland Security: Federal Emergency Management Agency, Emergency Support

Function #15 – External Affairs Annex, June 2016, accessed September 30, 2019, 8,

https://www.fema.gov/media-library-data/1470148861791-

ef933ffb72424da5925348b4695b4a00/ESF_15_External_Affairs_20160705_508.pdf.
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The Crimson Contagion 2019 Functional Exercise provided local, state, federal,

nongovernment organizations and private sector partners an opportunity to practice

implementing response actions, as well as engage in candid discussions about

response, resource, and capability challenges during an influenza pandemic across all

levels of government.

During the exercise, a significant topic of concern centered around the inadequacies of

existing executive branch and statutory authorities to provide HHS with the requisite

mechanisms to serve successfully as the lead federal agency in response to an

influenza pandemic. Exercise participants highlighted the need to codify policies and

procedures for HHS to lead, direct, and source funding in response to all kinds of public

health emergencies.

In addition, further examination is needed to determine how federal interagency

partners will coordinate with one another on a variety of pandemic influenza-specific

response activities, including but not limited to information-sharing with the National

Security Council, addressing shortages in medical countermeasure and ancillary

supplies, bilateral state-federal request for information coordination nodes and

processes, and the respective roles and responsibilities of HHS and DHS/FEMA in

response to a complex and unique threat, with a nontraditional lead federal agency.

The exercise also demonstrated issues faced by participating states, including

confusion regarding the purpose of and target audience for national conference calls,

challenges requesting resources from the federal government due to a lack of

standardized, well-understood, and properly executed resource request processes, and

varying degrees of development and implementation of crisis standards of care, ranging

from the absence of standards, to standards narrowly focused on the allocation of

specific resources (e.g., ventilators), to relatively mature standards and standards-

implementation approaches.

The exercise also revealed several strengths, including collaboration between the

federal government and healthcare and public health private sector partners and the

ability of federal interagency partners to conduct a productive crisis action planning

session to develop key leadership decisions, critical information requirements, and

essential elements of information to successfully gather information for and maintain

situational awareness products.

Overall, the Crimson Contagion 2019 Functional Exercise provided a valuable

opportunity for participants to learn about one another’s capabilities and identify issues

requiring further examination. Addressing these issues will enhance the ability of the
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wholecommunityto implementintegratedresponseoperationsandmitigatean

influenzapandemic’simpactsinorder to saveAmericanlives.
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Federal Organizations

ExecutiveOffices of the President

NationalSecurity Council

U.S. Department of Health and HumanServices

Administration for Children and Families

Administration for Community Living

Centers for DiseaseControl and Prevention

Centers for Medicare and MedicaidServices

Foodand DrugAdministration

HealthResources and Services Administration

IndianHealthService

NationalInstitutes of Health

Office of the Assistant Secretary for Administration

Office of the Assistant Secretary for FinancialResources

Office of the Assistant Secretary for Health

Office of the Assistant Secretary for Legislation

Office of the Assistant Secretary for Preparednessand Response

Office of the Assistant Secretary for Public Affairs

Office of the General Counsel

Office of the NationalCoordinator for Health InformationTechnology

Substance Abuse and Mental HealthServices Administration

U.S. Department of Agriculture

U.S. Department of Commerce
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Federal Organizations

U.S. Department of Defense

Office of the Assistant Secretary of Defense for Homeland Defense and Global
Security

Office of the Assistant Secretary of Defense for Health Affairs

Joint Staff J3 (Operations Directorate)

Joint Staff Surgeon

USNORTHERN COMMAND

U.S. Department of Energy

National Nuclear Security Administration

Office of Cybersecurity, Energy Security, and Emergency Response

Office of Environment, Health, Safety, and Security

U.S. Department of Homeland Security

Countering Weapons of Mass Destruction Office

Customs and Border Protection

Office of Operations Coordination

NationalOperations Center

Joint Incident Advisory Group

Operations Continuity Division

Federal Emergency Management Agency

National Response Coordination Center

National Business Operations Center

Region VI

Immigration and Customs Enforcement

Office of Public Affairs

Management Directorate

Transportation Security Administration

U.S. Coast Guard

U.S. Department of Housing and Urban Development
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Federal Organizations

U.S. Department of Interior

U.S. Department of Justice

Federal Bureau of Investigation

U.S. Marshal Service

U.S. Department of Labor

Occupational Safety and Health Administration

U.S. Department of State

Office of Emergency Management

U.S. Department of Transportation

Federal Aviation Administration

U.S. Department of Treasury

U.S. Department of Veterans Affairs

Veterans Health Administration

Environmental ProtectionAgency

General Services Administration

Office of the Director of National Intelligence

Office of PersonnelManagement

Small Business Administration

State and Local Organizations

Commonwealth of Massachusetts

Massachusetts Department of Public Health

State of Connecticut

Connecticut Department of Public Health

Connecticut Department of Emergency Management and Homeland Security

State of New Hampshire
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State and Local Organizations

New Hampshire Department of Health and Human Services

New Hampshire Department of Safety, Homeland Security and Emergency
Management

State of New York

New York State Department of Health

Commonwealth of Pennsylvania

Pennsylvania Department of Health

Pennsylvania Emergency Management Agency

State of South Carolina

South Carolina Department of Health and Environmental Control

South Carolina Emergency Management Division

City of Chicago

Chicago Department of Public Health

Chicago Office of Emergency Management and Communications

State of Illinois

Illinois Department of Public Health

Illinois Emergency Management Agency

State of NewMexico

New Mexico Department of Health

New Mexico Department of Homeland Security and Emergency Management

State of Nebraska

Nebraska Department of Health and Human Services

State of Colorado

Colorado Department of Public Health and Environment

State of Arizona

Arizona Department of Health Services

Arizona Department of Emergency and Military Affairs

State of Idaho
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Tribal Nations and Pueblos

State of NewMexico

Sandia Pueblo

Navajo Nation

State of Arizona

Cocopah IndianTribe

Colorado River Indian Tribes

Fort Mojave Indian Tribe

Gila River IndianCommunity

HopiTribe

Kaibab Band of Paiute Indians

Navajo Nation

Pascua Yaqui Tribe

Quechan IndianTribe

Salt River Pima – Maricopa IndianCommunity

San Carlos Apache Nation

State and Local Organizations

Idaho Department of Health and Welfare

Idaho Office of Emergency Management

Panhandle Health District

Idaho North Central Health District

Southwest District Health

Central District Health Department

South Central Public Health District

Southeastern Idaho Public Health District

East Idaho Public Health District
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Nongovernmental and Private Sector Organizations

Aetna

Allegheny HealthNetwork

Amador HealthCenter

American HospitalAssociation

American RedCross

Association of Public Health Laboratories

Association of State and Territorial HealthOfficials

Carestream Health

Council of Stateand Territorial Epidemiologists

Ephraim McDowell/JamesB.Haggin Hospital

Giant Eagle Pharmacy

Grand Strand Health/HCA

Health InformationSharing and Analysis Center

Healthcare and Public HealthSector CoordinatingCouncil

HealthcareReady

InternationalSafety Equipment Association

Juvare

Kidney Community Emergency ResponseProgram

Mayo Clinic

Moldex-Metric Inc.

NationalAlliance of State Pharmacy Associations

NationalAssociation of County and City HealthOfficials

Tribal Nationsand Pueblos

Tohono O’Odham Nation

White MountainApache Tribe
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Nongovernmental and Private Sector Organizations

National Community Pharmacists Association

National Indian Health Board

North Shore University Health System

Patients’ Hospital

RBC Limited

San Mateo County Health – EMS Agency

Seqirus Inc., USA

Spectrum Health

TriStar Skyline Medical Center

University of Minnesota
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